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The Honorable Ty Masterson, Chairperson
Senate Committee on Ways and Means
Statehouse, Room 545-S

Topeka, Kansas 66612

SUBJECT: Senate Bill 2 Provisions Regarding Continuous Information Technology Audits by the
Legislative Division of Post Audit

Dear Senator Masterson:

1 am writing to the committee as it considers Senate Bill 2 to provide my thoughts on an alternative approach to
accomplishing the goals of a specific provision regarding the institution of continuous audits of ongoing IT
projects by the Division of Legislative Post Audit.

Since its passage in 1998, K.S.A. 75-7205 has defined the role of Executive Chief Information Technology
Officer in oversight of information technology projects in the Executive Branch. This responsibility is executed
within an IT governance framework that involves the participation of my counterparts in the Judicial and
Legislative Branches who perform similar roles for the IT projects in their respective branches. Another statute,
K.S.A. 75-7209, outlines the procedures to be used in approval and oversight of these projects. This oversight
begins in the earliest phases of the project, starting with its identification in the agency’s three-year IT
management and budget plan that is submitted annually to the Legislature, and proceeding through required
approvals by me along with the agency head for the cost-benefit analysis for the project, the bid specifications and
requirements for procurements associated with it, and detailed plans for the project. As the project proceeds, we
require ongoing reporting against the plan, and report progress and status quarterly to the Legislature. This
governance structure has been very effective. In a review undertaken at the end of 2011, over 163 projects had
been delivered successfully since 2004, with only 4 projects cancelled, with an average final cost coming within
10% or less of the original approved cost. In a companion effort, the state’s IT workforce is trained and certified
in the management of IT projects. To-date, almost 400 state IT project managers have completed this
certification, along with other training meant to improve the skills of our project management workforce in risk
assessment, business case preparation and similar topics. Finally, state project managers have worked with their
teams to prepare over 140 post-implementation evaluation reports (PIER) that assess the work done during their
project, as well as document lessons learned and recommendations for improvement in future projects.

Troubled or even failed projects are of great concern to me in my role as Executive Branch CITO. Problems with
the cost-effective delivery of services, as well as with a delay in their implementation, mean that citizens are not
receiving what they paid for, often at significant cost. They also consume inordinate and unplanned amounts of
time for staff and management, resources that are usually taken away from where they are appropriately devoted,
the accomplishment of the people’s business. However, despite our track record at the state, there are inevitably
going to be troubled projects. Such problems are not unique to the public sector, however. In 2009, the Standish
Group found that only 32% of IT projects are delivered on-time, on budget, with required features and functions.
To address these problems, most organizations have implemented similar project management oversight to the
approach we make use of at the state, first introduced by SB5 in 1998. However, to address these issues, the
private sector also makes use of another industry practice, the engagement of Independent Validation and
Verification (IVV) services by qualified, independent private sector contractors with experience in the specific
domain in which the project is being conducted. The use of private contractors to perform independent IT audits
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of the type contemplated in SB 2 is not new to the state. Information Technology Executive Council ITEC)
Policy 2510 titled “Oversight of Information Technology Projects™ specifies, in part:

6.1 All information technology projects will be conducted under the oversight of the entity executive management.

6.2 The Branch CITO, when reviewing projects that are subject to CITO review, will evaluate the size, complexity, risk and
consequences of failure for proposed projects and will determine to what extent IV&V oversight will be required to
adequately monitor the execution of entity information technology projects. At a minimum, large projects over $10.0 million
in a three-year life cycle will be required to engage external IV&Y on the project. The IV&V assessment will be submitted
directly and simultaneously to the Project Sponsor and the Branch CITO. The IV&V assessment will also be made available

to the Legislative CITO, entity head and project manager.

The scope and contracting for such services is conducted in partnership with the Kansas Information Technology
Office, a support group to the CITOs that orchestrates the project planning and oversight process on an ongoing
basis. As the work is performed, reports are provided directly to the eCITO along with the management and
executives associated with the project, so that judgments about the project’s health and any needed corrections
can be reviewed by an independent party that can require such actions by the project to improve its health.

The use of this approach addresses a number of challenges to the in-house assessment by the Legislative Division
of Post Audit contemplated in SB 2. Foremost, it allows the state to avail itself of the skills of private sector
professionals with deep experience in the particular domain in which the project is being implemented. While
some risks associated with projects are generic, there is tremendous value in bringing to bear the expertise of
auditors familiar with a specific type of project in a particular program or industry as they assess project risks and
performance. The second challenge addressed by contracting for the use of private sector IVV is the fact that
schedules across agencies and projects do not often align with the availability of a finite staff charged with
ongoing assessment. It is possible that a number of projects may kick off, or engage in high-intensity phases that
are fraught with risk at almost the same time, such a situation is difficult to keep on top of with limited resources
available for independent review. With private sector IVV services, their availability can be specifically tailored
to the timing and risks associated with each project, ensuring that assessment does not need to be prioritized
across those state auditing resources available.

To summarize, I support the provisions of the bill related to security audits and appreciate the fine work that
Legislative Post Audit performs on a daily basis in partnership with the Executive Branch. However, while I
support the theory of increased external audit of IT projects at the state, I recommend an alternative approach to
the Committee for its accomplishment that I believe will be more effective, enable us to take direct advantage of
highly skilled private sector professionals in this domain, and avoid some of the learning curve associated with
increasing this effort in-house. For the reasons I’ve outlined above, I recommend that rather than statutorily
charging the Division of Legislative Post Audit with performing continuous audits of IT projects, my office will
expand the requirement for external private sector IVV to be conducted on additional projects, coupling it with a
risk assessment that can be used to make decisions to apply it based on cost-benefit. I welcome the chance to
work with the Division of Legislative Post Audit to draft and review criteria for its application under ITEC Policy
2510, as well as to share the results of such reporting with the Legislative Chief Information Technology Officer
or with legislative committees as you direct. I believe that this approach best addresses the ongoing monitoring of
risk, while streng’chemng the existing IT governance structure established by the Legislature and i incr easing the
effectiveness of its project management controls.

Thank you for your time and consideration of this letter. I would be happy to work with the Committee to arrange
testimony on this issue at your convenience.

Sincerely,

Anth;é\chﬁ/s:;&
Executive Chief Information Technology Officer
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