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State Agency Information Systems:
Reviewing Security Controls in Selected State Agencies
(CY 2012)

Each year, state agencies collect and process sensitive and
confidential data in their computer systems including citizen
Social Security numbers, medical information, and income data.
Some agencies are responsible for protecting millions of
confidential records, which makes them a potentially enticing
target for hackers.

Currently, there is limited oversight of agencies’ security controls
to ensure that agencies are adequately protecting confidential data.
The Kansas Information Technology Executive Council (ITEC)
has developed guidance to assist state agencies in developing
adequate security controls, but ITEC does not monitor or audit
how well those controls are implemented. Consequently, agencies
have a significant amount of autonomy in how they develop,
apply, and monitor security controls.

The Legislative Post Audit Committee approved information
system audits as an adjunct to the division’s compliance and
control audits. This information system audit looks at seven
important information technology (IT) security areas across a
broad selection of state agencies.

This information security audit answers the following question:

Do selected state agencies have adequate IT security controls
to help ensure that confidential information is protected?

A copy of the scope statement for this audit approved by the
Legislative Post Audit Committee is included in Appendix A. For
reporting purpose, we’ve collapsed the seven questions listed in
the scope statement into one.

To answer this question, we evaluated the IT security management
process and several security controls used by nine state agencies to
protect confidential information. For each security control, we
reviewed agencies’ policies and procedures and compared them to
state IT requirements and best practices. We also performed
several technical tests of agency controls including vulnerability
scans and attempts to crack staff passwords. Finally, we
interviewed agency officials and staff to determine how well
policies and procedures were being followed in practice, and
surveyed agency staff to determine their knowledge of IT policies
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and procedures. The Enterprise Security Office within the
Department of Administration assisted us with some of our
technical work.

We conducted this performance audit in accordance with generally
accepted government auditing standards. Those standards require
that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe the
evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

This audit report provides a summary of our findings across all
nine agencies, but does not describe the security findings for
individual agencies. Because those specific findings contain
information that would jeopardize the agencies’ security, we are
keeping those findings confidential under K.S.A. 45-221(12). We
provided each agency with a separate, confidential report to
address any agency specific problems we identified through our
work.

Our findings begin on page 7, following a brief overview.
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Overview of IT Security

State Agencies’
Confidential Information
Could Be Breached from
Outside or Within an
Agency

State agencies collect and maintain increasingly large volumes of
information related to a variety of services and programs. Much
of that information is sensitive or confidential, and to protect it,
safeguards must be put in place to prevent unauthorized access
from both outside or within the agency.

Hackers attempt to gain unauthorized access to confidential
data from outside an agency in two ways. Both methods
represent a potential threat to the security of confidential
information, as described below.

® In some cases, hackers may target a specific agency because
of the confidential information it maintains. Some state
agencies make enticing targets because hackers know that those
agencies maintain large amounts of confidential information such
as credit card information, social security numbers, and tax data.
The street value of this information varies widely, but can be
lucrative. For example, identifying information such as an
individual’s name and social security number can be worth up to
$25 per record.

® More frequently, hackers use broad attacks against numerous
networks and sort out the information they are able to collect
afterwards. Instead of targeting a specific agency, a hacker could
look for vulnerabilities across a wide range of computer systems
that could easily be exploited to gain access For example, a hacker
might use automated software to find an active server and then try
hacking into the server using default user names or common
passwords. Once access is gained, the hacker typically collects all
possible information and reviews it retroactively to determine if it
has any value.

Confidential data could also be intentionally or inadvertently
breached from within an agency. Although many IT security
controls are intended to prevent network access from outside an
agency, some are also designed to help limit employees’
unauthorized access to confidential information. Specifically,
they help protect confidential data from theft and help ensure that
only authorized staff can view it. For example, settings that
automatically lock idle computers can help prevent other users
from using that computer to access restricted information.

Agencies Must Protect
Confidential Information
Through Multiple
Layers of IT Security

A primary purpose of IT security controls is to help ensure that
confidential and personal information is not stolen or lost. To
accomplish this, agencies should use multiple layers of security.

Each layer of security is an additional barrier that helps
protect against data loss or theft. Figure OV-1 on the next
page shows the security layers that agencies often rely on to help
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secure confidential information. As the figure shows, security
layers are comprised of many different security controls including
IT policies or software applications. Using multiple layers of
security requires hackers or unauthorized individuals to overcome
numerous barriers to reach sensitive or confidential data.

Figure OV-1
Security Layers Used to Protect Confidential Data

/ SECURITY POLICIES and PROCEDURES \
Security management (tone at the top) and written IT policies and procedures
including staff security awareness training, a Continuity of Operations Plan
(COOP), and inventory checks

K PHYSICAL CONTROLS \
Data center environmental controls, locks,

and access to network switches

/ SYSTEM CONTROLS \
Firewalls, routers, switches,

Wi-Fi access points, software patches, and anti-virus

APPLICATION CONTROLS
Authentication through user |IDs,
passwords, PINs, tokens, and biometrics

CONFIDENTIAL DATA

Restrict user access to only the data
they need to complete their job

Agencies rely on a wide range of IT security controls to help protect confidential
data. Those controls exist in multiple layers to help provide numerous barriers to
unauthorized access from both outside of and within an agency.

Source: LPA summary of common network security layers adapted from Cisco.

Agency officials make choices regarding how secure to make
each layer given their business needs and resources. Agency
officials must manage their operations within finite resources, and
adding additional security controls often requires additional staff
time and money. Consequently, agency officials must balance
how much risk they are willing to assume against their business
needs and resources. Based on that assessment, they select which
security controls and layers are necessary.

Ideally, each security layer should be independently secure to
minimize the risk that confidential information is
compromised. A weakness in only one or two security layers
can make it much easier for someone to gain access to
confidential information. For example, in March 2011, hackers
gained access to the network of RSA, an internet security firm, by
sending infected email attachments that exploited an unpatched
vulnerability in Adobe Flash. The breach, which was caused by
failures of the system layer (software patches) and policy layer
(security awareness training), resulted in a loss of proprietary data
that cost the firm $66 million to remediate.
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ITEC has created security standards for many security layers
to help agencies protect confidential data. The Legislature
statutorily created the Information Technology Executive Council
(ITEC) in 1998. ITEC comprises 17 members from all three
branches of state government, as well as local governments and
private businesses. To help protect confidential data, ITEC has
developed state security standards that represent the minimum
security requirements almost all state agencies must comply with.
In this audit, we have frequently used the ITEC requirements as
the benchmark for good security practices.
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Do Selected State Agencies Have Adequate IT Security Controls to

Help Ensure that Confidential Information is Protected?

Answer in Brief:

Most agencies’ IT security controls we reviewed were not strong
enough to help ensure that confidential information was adequately
protected. Most agencies had weak controls to help ensure strong
and secure staff passwords (p.8), and almost all agencies did a
poor job of patching software vulnerabilities for both workstations
and servers (p.11). Most agencies did not adequately train staff on
IT security issues (p.13), and none of the agencies had fully
developed and tested a continuity of operations plan (p.15). While
most agencies adequately controlled their IT inventory, four
agencies were missing or had lost track of computers (p.15). On
the other hand, we found only a few problems with network access
points, which were largely controlled by the Office of Information
Technology Services (p.17).

In addition to addressing specific security issues, agencies should
also have a comprehensive security management process to develop
and enforce strong IT security controls (p.18). None of the
agencies had a fully developed security management process, but
all nine had at least some process components (p.19). Finally,
security controls were far stronger at agencies where management
made IT security a priority (p.21)

These and other findings are discussed in the sections that follow.

We Evaluated Various
Aspects of IT Security at
Nine State Agencies

We selected nine agencies largely based on the amount of
confidential information they maintain. That information could
include social security numbers, tax return information, or other
personally identifiable information. The nine agencies we
evaluated were:

Department of Commerce

Department of Corrections

Department of Education

Department of Labor

Department of Revenue

Department of Wildlife, Parks, and Tourism
Juvenile Justice Authority

State Board of Indigents’ Defense Services
State Treasurer’s Office

We evaluated six important I'T security controls in each of our
nine selected agencies. We selected those controls because we
thought they were important to IT security, and because they fell
within several different security layers. The security layers are
discussed in more detail in Figure OV-1 on page 4.

In order of the severity of problems we found, those six controls
were:
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@® Passwords (application layer) — controls access to an agency’s
network and confidential data.

@® Software patches (system layer) — fixes known vulnerabilities in
agency software that could be exploited by hackers.

@ Security awareness training (policy layer) — informs staff about IT
security risks and what actions they can take to better secure
confidential data.

@® Continuity of operations plan (policy layer) — provides a roadmap for
an agency to reestablish operations after an emergency such as a
tornado or large-scale hardware failure.

® IT hardware inventory (policy layer) — helps ensure that all
computers and hardware that can access and store confidential
information are accounted for.

@® Network switches and Wi-Fi (physical and system layer) — controls
both wired and wireless access to an agency’s network.

In this audit, we evaluated each control independently. This
allowed us to evaluate the strength of the individual controls, but
does not necessarily allow us to conclude whether a hacker would
be able to exploit any weaknesses. For example, to test the
strength of staff passwords, we obtained a master password file
directly from the agency and used password cracking software to
test the passwords. This allowed us to conclude on the strength of
the passwords, but does not simulate how a hacker would need to
breach an agency firewall and other security controls to get to the
same file.

We also evaluated each agency’s comprehensive IT security
management process. Best practices suggest that agencies should
use a systematic process to help identify and prevent potential
security breaches. That process, described in more detail on page
18, requires that agency officials regularly assess IT security risks,
develop policies and controls to mitigate those risks, and monitor
those controls to ensure they are effective.

FINDINGS RELATED TO SPECIFIC IT SECURITY CONTROLS

Most Agencies Had

Weak Controls to Help
Ensure Strong and Secure
Staff Passwords

Using passwords to control access to networks and computers is
inherently risky because it is relatively easy to crack many
passwords. Despite the risk, passwords remain the most common
form of security because they are far less expensive to use than
other secure alternatives such as thumbprint identification.

To evaluate how well each agency managed passwords, we
compared their password polices and settings to best practices and
attempted to crack staff passwords. Password settings are
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controlled by IT staff and are used to establish minimum
requirements for strong and secure passwords. We only tested
passwords staff used to login to their computers, and not
passwords used to access other agency applications or systems.

We cracked a significant number of passwords in six agencies
because staff did not create strong passwords. To crack
passwords, we collected each agency’s encrypted password file
and tested the strength of those passwords using free password
cracking software available on the Internet.

A summary of agency password settings and the percent of
cracked passwords is shown in Figure 1-1 below.

As the figure shows, we cracked significantly fewer passwords in
agencies with strong settings. We also found that:

Figure 1-1

Password Settings and Crack Rates for All Audited Agencies

100%
Sufficient length
and complexity

Insufficient length
and/or complexity

1
|
° . 1 :
) settings 1 settings
< 75% |
o
O |
9 |
°
o 50% 1
2 1
(9]
g |
S 25% :
) | .
a |
0% — ) N
A B C D E F G H |

Agency

(a) Despite having incorrect settings, the agency's crack rate is low likely because other agency applications
require strong passwords. As a result, users may be using the same (stronger) password for both the network
and the special application, or may have become accustomed to creating strong passwords even though the
settings do not require them.

(b) We did not attempt to crack user passwords at this agency because its network configuration required us to
test each user's password one at a time.

Source: LPA analysis of agency passwords settings and password crack results.

® Five agencies had insufficient password settings to help ensure
strong passwords. To help ensure password strength, passwords
must be sufficiently long and complex. Complexity settings require
that passwords use a combination of uppercase letters, lowercase
letters, numbers and special characters. Although most systems
can be set to require lengthy passwords that use at least three of the
four types of characters, five agencies did not have adequate length
or complexity settings, including one agency that had neither setting.
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® The majority of passwords we cracked that met proper length
and complexity requirements were constructed in a way that
made them easy to crack. That is because even complex
passwords that use at least 8 characters and different types of
characters can be easily cracked if they are built in a predictable
fashion. Without proper training, it is more likely that staff might
create passwords that appear strong, but are not. Examples of
passwords we cracked included “Computer1”, “password1!”, and
“Bluebird1”. Figure 1-2 on page 11 provides more information on
constructing strong passwords.

Most agencies did not have adequate settings to help ensure
passwords were adequately secured. In addition to making
passwords stronger, password settings can also help secure those
passwords from outside attacks. We found several problems with
those settings in most of our selected agencies.

@® Seven agencies had not adequately configured settings to force
staff to effectively change their passwords. These agencies had
weak or missing settings to force staff to frequently change and not
recycle their password. Some agencies also failed to force staff to
change the default password assigned to them when they started
working with the agency. These weaknesses represent a threat to
cracking passwords and to the agency itself.

@® Eight agencies used weak encryption to store passwords,
which made them easier to crack. In Microsoft Windows,
passwords are stored in the computer in an encrypted format. There
are two forms of encryption that can be used to protect user
passwords. One is older, weaker, and much easier to crack while
the other is newer and more secure. The weaker encryption may be
needed at times to accommodate older software applications within
an agency. However, only four of the eight agencies that used the
older, weaker encryption needed it to accommodate older
applications. Three agencies had no business reason to expose their
passwords to greater risk and one agency was not sure if the weaker
encryption was necessary.

@® Four agencies had not properly configured settings to lock out
users after several failed attempts to log on. Accounts should be
set to automatically lock after several failed attempts to prevent a
hacker from continuously trying to hack a user account. Two
agencies had no lockout settings, which would allow a hacker
unlimited attempts to crack passwords.

Two agencies further compromised passwords by failing to
train staff that it is not acceptable to share passwords.
Passwords serve not only as a means to gain access to an agency’s
network, but also as a form of identification to track what each
user did while on the agency’s network. If more than one person
has access to a password, it is difficult to assign responsibility for
inappropriate usage or actions. To ensure a password can uniquely
identify a user, it is a best practice that staff should keep it strictly
confidential. We identified two agencies that did not enforce this
standard.
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® Inone agency, supervisors knew the passwords of those
working for them and IT staff kept a list of all staff user names
and passwords. If users changed their password, they were
instructed to tell their supervisor and IT staff what the new password
was. Although this agency used several passwords for different
systems, sharing passwords creates significant risk to both the
agency and individual employees that confidential data may be
breached or inappropriate behavior may occur.

® Another agency inappropriately trained staff that it was okay to
share their password with IT staff. IT staff should use their own
user name and password when helping to fix another user’'s
computer. Although it might be more convenient, they never need
the user’s password to do their work.

Figure 1-2
Some Passwords That Seem Complex May Be Easy To Crack

One of the important best practices for passwords is to require complex passwords be at least eight
characters in length. Complex passwords include a combination of three of the four types of characters
on the keyboard—uppercase letters, lowercase letters, numbers, and special characters. Such
passwords are considered complex because it takes a long time for a hacker to try every combination of
characters—even with password cracking software. However, complexity assumes that the passwords
are created in a random and unpredictable manner.

Unfortunately, most users do not create random passwords, instead placing uppercase letters, numbers
and special characters in predictable places. Studies have shown that when people use uppercase
letters in passwords, they tend to place them at the beginning of the password. Conversely, they tend to
place numbers and special characters, at the end of the password. People also tend to use only those
special characters that are on the top row of the keyboard, avoiding characters such as brackets,
quotation marks, and semicolons.

The developers of password cracking software take advantage of these predicable tendencies. Most
password cracking software uses dictionary words or combinations of lower case letters for the base of
a password, and then randomly substitutes other types of characters at the beginning and end of the
password. This method only cracks those passwords that follow the patterns described above, but it
may only take one password to break into a system.

The key to creating strong passwords is moving numbers or special characters to the middle of the
password. The following are a few typical examples of passwords that meet the complexity
requirements (each incorporates proper length and three of the four types of characters), but are
relatively easy to crack because of where the numbers and special characters have been placed. A
stronger example of a similar password is also shown:

Weak Password Strong Password

$apple43 app$le43
Thinking43 thin$king43
$oranged3 ora$nge43
Monkey02 moNO2key

Almost

Poor Job of Patching

All Agencies Dida  Over time, vulnerabilities in computer software are discovered that
could allow someone to break into or otherwise harm an agency’s

Software Vulnerabilities network. Software manufacturers are constantly developing

for Both Workstations and

“patches” for these vulnerabilities as they are discovered. A basic

Servers function of each agency’s IT staff is to install those patches to
keep the agency’s software and systems up to date and secure.
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We used a vulnerability scanner which looks for unpatched
software to identify how well IT staff patched high-risk
vulnerabilities. We excluded certain types of unpatched
vulnerabilities from our analysis, including low-risk patches,
patches that had only recently been made available, and patches
that were incompatible with an agency’s software applications.

As we have found in previous audits, most agencies had a
significant number of unpatched software vulnerabilities.
Ideally, we would expect agencies to completely eliminate all
high-risk software vulnerabilities, but realize that expectation is
not very realistic. Not counting recent, low-risk, or incompatible
patches, we looked for an average of three or fewer vulnerabilities
per machine. Figure 1-3 below summarizes the average number
of vulnerabilities for each agency. As the figure shows, very few
agencies had vulnerabilities below our expected threshold.

Figure 1-3

Average Software Vulnerabilities for
Audited Agencies' Servers and Workstations

60

Average Number of Vulnerabilities

60

Average Number of Vulnerabilities

I
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Vulnerabilities Per Server

Performed
annual
vulnerability
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annual vulnerability
scans

7 8 9
Agency

Vulnerabilities Per Workstation

Performed
annual
vulnerability
scans

Did not perform
annual vulnerability
scans

F G H |
Agency

Source: LPA analysis of agency vulnerability scans.
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Having unpatched software applications is not a new problem for
the state. Our 2009 and 2011 IT security audits evaluated these
vulnerabilities across a total of 10 agencies. In both audits, we
identified agencies with numerous software vulnerabilities across
servers and workstations.

Agencies had much more difficulty patching non-Microsoft
vulnerabilities than Microsoft vulnerabilities on workstations.
Agencies had an average of five unpatched Microsoft
vulnerabilities, compared to an average of 25 unpatched non-
Microsoft vulnerabilities. Non-Microsoft companies are not as
proactive as Microsoft in notifying users about when new patches
become available, and many agencies did not have software that
could automatically apply non-Microsoft patches to employee
workstations.

The two agencies that performed annual vulnerability scans
typically had fewer vulnerabilities on both servers and
workstations. As Figure 1-3 on page 12 shows, those agencies
had far fewer vulnerabilities than most of the agencies that did not
perform scans.

In addition to the vulnerabilities shown in the figure, some
agencies had unpatched vulnerabilities due to old systems and
applications. While these vulnerabilities were excluded from our
analysis because they cannot be successfully fixed in the short run,
vulnerabilities in older systems still present an ongoing security
risk to the agency that should be addressed in the long run. As
such, they are one reason an agency should try to upgrade legacy
systems and applications as soon as reasonably possible.

The Office of Information Technology Services (OITS)
recently negotiated a statewide license for vulnerability
scanning software. As of October 2012, OITS negotiated a
statewide license with Sophos that makes vulnerability scanning
software available to all state agencies at a discounted rate. This
software could potentially provide a cost effective means to help
agencies ensure that software patches have been applied correctly.

Most Agencies Did Not
Adequately Train Staff on
IT Security Issues

Agency staff represent one of the most significant risks to an
agency’s security. That is because they may intentionally or
inadvertently expose the agency’s network or data to unauthorized
individuals. Annual security awareness training teaches staff how
to keep confidential data and the agency network safe from attacks
and is required under the state’s ITEC standards. This helps
reduce the risk that staff will disclose, expose to attack, or abuse
confidential information.
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Seven agencies failed to provide adequate training on an
annual basis. In reviewing the content of agencies’ security
awareness training, we found several problems:

@® Four agencies did not provide any security awareness training
to staff. Agency staff primarily reported that training was not
provided because they were waiting for the Office of Information
Technology Services or other agencies to develop the training.

® Two agencies provide some training, but failed to address all of
the key security topics. ITEC requires that state agencies train
staff on 12 security topics such as passwords, viruses, and physical
security. Two agencies were missing one of the required 12 topics.

@® One agency did not train the majority of its staff on an annual
basis. ITEC requires agencies to provide security awareness
training to new hires within 90 days, and annual training to all staff.
Only about 30% of staff in this agency reported receiving such
training within the last year.

Even agencies that provided regular security training had staff
who did not fully understand several critical IT security risks.
We surveyed all staff in each agency to determine how well they
understood IT security risks. Based on responses to that survey,
staff did not fully understand risks in three areas.

® Many employees did not fully understand how to create strong
passwords and that passwords should not be shared with
anyone.

® Many employees did not recognize the threat of viruses from
email attachments or links.

® Some employees did not understand that viruses can be
transferred from portable devices when they are physically
connected to their computer.

Only the Department of Education took steps to help ensure staff
fully understood what they had been taught. The department
quizzed staff to identify security topics that needed more
emphasis, and IT staff annually updated the training based partly
on quiz results. The other eight agencies either did not monitor
security awareness training at all, or not in a way that could help
refine the training.

OITS has developed centralized security awareness training
but agencies are not aware of it. About three years ago, the
Kansas Enterprise Security Office (now part of OITS) developed
security awareness training and made it available on its website.
However, none of our audited agencies were using the available
training. Furthermore, two agencies reported that they were
waiting for OITS to develop training and were not aware of the
training already available. We did not fully evaluate the training
but our brief review found that it was time intensive.
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None of the Agencies
Had Fully Developed and

Tested a Continuity of
Operations Plan

A continuity of operations plan (COOP) is important because it
provides a roadmap for an agency to reestablish operations after an
emergency such as a tornado, fire, flu pandemic, or large-scale
hardware failure. The COOP includes information about the
agency’s essential functions, staff roles in an emergency, and
alternate operating facilities. Without a comprehensive and tested
COORP, an agency will likely fail to reestablish operations in a
timely manner during an emergency.

Only one agency had fully developed the five sections of its
continuity of operations plan that we reviewed. A COOP
covers many areas, but we limited our review to the five we
thought were most important. These included:

® Roles and responsibilities—covers who is responsible for certain
actions in the event of an emergency.

® Alternative facilities—covers where staff will perform work in the
event the primary location is damaged, destroyed, or not available.

@® Mission essential functions—prioritizes which agency functions are
first to be restored after an emergency.

® Succession plan—lists the order of succession for key agency staff
and their position.

@ Alert Notification Procedures—Ilists the procedure the agency will
use to notify staff of what action needs to be done and when.

Only the Board of Indigents’ Defense Service had adequately
developed all five areas. Five of the audited agencies had not
sufficiently developed two or more areas, with alert notification
procedures being the most common.

None of the agencies routinely tested the quality and usefulness
of their continuity of operations plans. Routine testing is a good
way to assess the quality of a COOP and to determine how well
staff understand what they should do in the event of an emergency.
Seven of the nine agencies had never tested their COOP. The
other two agencies tested it during our audit, but had not tested it
in the past few years.

While Most Agencies
Adequately Controlled
Their IT Inventory,

Four Agencies Were
Missing or Had Lost Track
of Computers

Losing a piece of IT hardware (including workstations, laptops,
and servers) increases the agency’s risk that sensitive or
confidential data will be compromised. Maintaining an accurate
inventory and routinely verifying the physical existence of the
items it lists helps ensure all computer hardware is accounted for.
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We compared agency inventory records to randomly selected IT
equipment in each agency to identify any discrepancies.

Five of the nine agencies were in possession of all IT hardware
we looked for. Those agencies included:

Board of Indigents’ Defense Services
Department of Corrections
Department of Labor

Department of Revenue

State Treasurer’s Office

While some of these agencies may have had a few minor issues
with their inventories, such as inaccurate equipment locations and
missing inventory tags, they were able to account for all of the IT
equipment we looked for.

Three agencies had lost track of some IT equipment and one
was missing four computers. Based on an onsite check of
agency IT inventory we found:

@® The Juvenile Justice Authority had no inventory of IT
equipment and had not kept track of about 200 computers in its
closed Atchison facility. Agency officials had no IT inventory, but
did create one specifically for this audit. However, during our
fieldwork we identified about 200 computers at their closed Atchison
facility which had been stored there since 2009 and were not
included of this new inventory. As an added precaution, we
evaluated several of those computers to ensure they did not contain
any confidential information.

® The Department of Wildlife, Parks, and Tourism was missing
four computers and had one computer in its possession that
was not in its IT inventory. We randomly selected 31 computers
listed on the agency’s inventory. Agency officials could not locate
four of them. At this point the computers are presumed to be lost.
Furthermore, we identified one computer that was in the agency’s
possession, but not included in the agency’s inventory. Officials cited
poor inventory procedures and a lack of training as the reason for
these missing computers. They also told us that the computers did
not contain confidential information.

® The Department of Education had four computers and the
Department of Commerce had one computer in the agency’s
possession that was not in the IT inventory. Because the
department’s inventory was incomplete, officials are unable to
determine whether some equipment is missing

Four agencies did not independently check the inventory on an
annual basis to ensure the agency had all required IT
hardware. The state’s ITEC standards require an agency to
review and update its inventory at least annually. The Juvenile
Justice Authority, the Department of Education, and the
Department of Corrections did not conduct annual inventory
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checks. While the Department of Wildlife, Parks, and Tourism
checked its inventory annually, it relied on staff to self-report
computer equipment in their possession. That increases the chance
that missing equipment will not be reported, either intentionally or
accidentally

The state’s IT and accounting policies have different inventory
requirements, creating confusion for several agencies. The
Statewide Management Accounting and Reporting Tool (SMART)
and ITEC both have inventory requirements. The SMART system
requires all agencies to inventory all equipment worth $5,000 or
more. This includes IT equipment, but the relatively high
threshold would exclude most agency computers. On the other
hand, ITEC requires all IT equipment be inventoried, regardless of
value. The differences in the requirements are due to the different
purposes of the inventories—the SMART inventory is used to tally
the value of all state assets, while the ITEC inventory is intended
to prevent the loss of data stored on any computer equipment.

These competing requirements caused some internal coordination
problems in some agencies. For example, the Department of
Education’s Fiscal Services and Operations Division maintained
and checked all inventory over $5,000 because of SMART
requirements but only spot checked items under $5,000, which
included most staff computers. Department staff reported being
unaware that ITEC required annual inventories of all IT hardware.

We Found Only a Few
Problems with Network
Access Points, Which
Were Largely Controlled
By the Office of
Information Technology
Services

To access an agency’s network, staff use either a wired connection
that runs through a switch or a wireless connection (Wi-Fi).
Switches should be locked in secure rooms to ensure only
authorized staff can access them. Wi-Fi should be limited to those
that need access, and the data should be encrypted to ensure it is
securely transmitted.

The Office of Information Technology Services (OITS) generally
provides agencies with network switches and Wi-Fi access, but
agencies can supplement OITS services in some cases.

To determine if agency switches and Wi-Fi were secure, we
inspected the physical security around switches and the security
settings of wireless access points that were accessible within the
agency.

Two agencies had switches located in unsecured areas that
could be accessed by staff and agency guests. Two of nine
agencies had switches located in staff common areas such as break
rooms and open office space, which could allow unauthorized
personnel to easily access the agency network. One agency
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managed its own switches outside of OITS control. However, the
other agency’s switches were serviced by OITS so both the agency
and OITS should have been aware of the weak security.

Only one agency had any unsecured Wi-Fi access points. One
agency had multiple Wi-Fi access points that used weak
encryption to protect the data being transmitted. As a result, it
would be easier for hackers to gain access to the agencies network
and data. These access points were managed by the agency and
not by OITS, which generally uses a much stronger encryption.

FINDINGS RELATED TO AGENCIES’ OVERALL MANAGEMENT OF IT SECURITY

Agencies Should Have a
Comprehensive Security
Management Process to
Develop and Enforce
Strong IT Security
Controls

Although much of our work was focused on specific security
controls, effective IT security involves more than patching
software and adopting security policies. Effective IT security is
the result of a cyclical and dynamic security management process.

An IT security management process includes four components
that help the agency develop and enforce strong security
controls. Figure 1-4 on page 19 summarizes this process, which
includes the following components.

@® A comprehensive risk assessment—a preventative process
designed to examine all risks to the agency, determine the likelihood
and impact of those risks, and identify policies and controls that can
be implemented to mitigate them.

@® Developing written policies and controls—a set of written policies
and security controls used to help mitigate security risks.

® Disseminating policies and training staff—helps ensure that staff are
aware of their responsibilities to help mitigate security risks.

@® Monitoring and evaluating policies and controls—provides feedback
to agency officials on whether current policies and controls are
effective.

In addition, a security-conscious management culture is a
critical part of the security management process. As Figure 1-
4 on the next page shows, the management security culture
encompasses all other components of the process. That is because
IT security measures require agency resources to implement and
monitor, and also because they often are seen as an inconvenience
to agency staff. Without management support, the best intentions
of IT staff or well developed security controls will likely be short
lived.
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Figure 1-4
IT Security Management Process

Risk
Assessment
Monitoring and Management P%“Cytafl’d
Evaluation Security Culture ontro
Development
Policy

Dissemination
and Training

Source: Adapted from Information Security Management Learning from
Leading Organizations, GAO/AIMD-98-68, May 1998.

None of the Agencies Had  We evaluated each of the components of the security management

a Fully Developed Security process for our nine selected agencies.

Management Process, but

All Nine Had at Least None of the agencies had conducted a comprehensive risk

Some Process Components assessment to identify, prioritize, and resolve IT security
threats. Performing a comprehensive risk assessment helps
agencies identify all possible IT security risks, and then prioritize
which ones should be addressed first. We found that:

® All agencies lack comprehensive risk assessments that are
routine and agency wide. As mentioned previously, a
comprehensive risk assessment is a preventative process and
includes staff from all business aspects of the agency. The goal is to
identify risk, set security priorities that can minimize that risk, and
reevaluate agency risks on regular basis.

® However, many agencies conducted ad hoc risk assessments
for specific IT projects. These assessments were conducted as
needed to identify risks for a single project or a specific security risk.
While these risk assessments can be helpful, the limited scope and
unscheduled nature is not adequate to assess and prioritize agency
wide security needs.

None of the agencies had a complete set of policies to help
establish and communicate agency accepted practices or
expectations. We reviewed policy requirements established by
the state Information Technology Executive Council (ITEC), the
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National Institute of Standards and Technology (NIST), and used
our judgment to determine which policies agencies should have to
address IT security in the areas we reviewed. In all, we assessed
45 specific policy requirements or best practices in our selected
agencies.

@® Six agencies did not meet at least two-thirds of the policy
requirements we reviewed. Agency results varied widely. The
Department of Revenue met 76% of these requirements, which was
the most of any of the nine agencies. Conversely, one agency had
no approved IT security policies.

@® Agencies sometimes had adequate IT security practices that
were not codified in written policies. For example, one agency’s
IT staff performed annual inventory checks of all IT equipment but
the agency did not have a policy that put that practice in writing.
Without written policies, IT staff must rely on an informal transfer of
knowledge from others. This process could lead to important
information not being transferred, or worse, incorrect information
being transferred.

@ IT staff in some agencies were unaware or unfamiliar with the
state’s IT policy requirements. It is the responsibility of agency’s IT
staff is to be aware of and comply with all applicable state security
requirements. However, this responsibility is made more difficult
because the requirements developed by ITEC are lengthy and
complex, which could make them difficult to understand. Further, as
we found in a previous audit, ITEC does a poor job of
communicating those requirements to state agencies.

Five agencies did not effectively disseminate policies to staff
that needed to be aware of them. For example, one agency put
its policies on its intranet but did not notify staff when new or
revised policies were added. In another agency, officials thought
their policies were on their intranet for staff to read, but were not
able to find them when we asked to see them. Proper
dissemination requires agencies to proactively educate staff about
relevant security policies and changes. Strong IT security policies
are only useful if staff are aware of them.

Very few agencies adequately monitored certain IT security
areas to mitigate risks, including performing vulnerability
scans. Monitoring is important because it helps management
assess whether agency policies and security controls are being
followed and are effectively mitigating risks. We reviewed
agencies monitoring efforts for four specific controls and found:

@® Seven agencies did not perform vulnerability scans to identify
missing software patches on servers or workstations. As
mentioned earlier, performing vulnerability scans is a very effective
way to help ensure all servers and workstations are adequately
patched.
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@® Eight agencies did not monitor the effectiveness of security
awareness training. Testing staff knowledge helps to identify
security topics that need more emphasis in future training.

® None of the agencies had routinely tested a continuity of
operation plans (COOP). Testing a COOP through a live simulation
or a tabletop exercise is a critical step to help ensure that the plan
works as intended.

@® Four agencies did not conduct an independent annual inventory
check of IT equipment. Routine inventory checks help to ensure all
computer hardware that may contain or be able to access
confidential data is accounted for.

IT Security Controls Were
Far Stronger at Agencies
Where Management
Made IT Security a
Priority

To determine whether agency management created a strong IT
security conscious culture, we surveyed all agency staff and
reviewed each agency’s security management process. We found
that management’s “tone at the top” had a clear effect on the
strength of an agency’s security controls.

Management at the State Treasurer’s Office appears to plan
and emphasize the importance of IT security, and generally
had strong IT security controls. Management at this agency was
clearly IT security conscious and set a strong “tone at the top” that
emphasized the importance of IT security. The head of IT was
regularly involved in statewide IT meetings, and 83% of staff
thought IT security was a very high priority. In addition, IT staff
were running quarterly vulnerability scans, an often resource-
intensive process used to ensure workstations and servers were
patched. As a result of these efforts and general support for IT
security, the State Treasurer’s Office had very few weaknesses in
the IT security controls we reviewed.

Management at several agencies did not make IT security a
priority and had weak or missing controls. One agency in
particular did a poor job in all six specific security areas we
evaluated in this audit, and met only 7% of the policy requirements
we reviewed. Management reported spending very little time on
IT security and did not demonstrate a commitment to creating and
enforcing strong security controls. Not surprisingly, only about
20% of agency staff reported they thought IT security was a very
high priority for the agency.

Conclusion

Our cumulative IT security audit work over the past five years
reveals some chronic weaknesses in several important security
controls. Those include software vulnerabilities, weak or
vulnerable passwords, and incomplete continuity of operations
plans. Some of these weaknesses, such as software vulnerabilities,
represent a more immediate threat to the state’s security. Others,
such as a poorly developed continuity of operations plan are less
pressing, but could have significant long-term consequences.
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The problems we have identified are often a combined result of
poor management support, a decentralized approach to IT security
across the state, and poorly communicated and enforced state
security standards. Because agency resources are limited, it is
critical that agency management has a clear sense of what security
risks they face, which are most important, and what steps they can
reasonably take to address them. Additionally, both the
Information Technology Executive Council (which sets the state’s
security standards) and the Office of Information Technology
Services (which provides IT services to most of the Executive
Branch) could improve the state’s IT security by clearly
communicating security standards and offering centralized security
solutions in critical areas.

Recommendations for
Executive Action

1. To help protect the agency’s network and data, the nine
agencies we reviewed should implement all recommendations
provided to them in their respective confidential reports.

2. The Office of Information Technology Services should take the
following actions:

a. Review the centralized security awareness training to
ensure it effectively covers all 12 ITEC required areas.
Also, communicate the availability of the training to all
state agencies, as well as the ITEC mandatory requirement
to train all new employees with 90 days of hire and all
employees annually.

b. Communicate the availability of the vulnerability scanning
software license to all state agencies and the ITEC
mandatory requirement to conduct annual vulnerability
scans.
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APPENDIX A
Scope Statement

This appendix contains the scope statement for this audit of selected information
technology security controls. This audit was conducted as part of the ongoing information
system security audit work authorized by the Legislative Post Audit Committee.

State Agency Information Systems:
Reviewing Security Controls in Selected State Agencies (CY 2012)

Each year, most state agencies collect and process sensitive and confidential data in their
computer systems, including citizen social security numbers, medical information, and income
data. Some agencies are responsible for protecting millions of confidential records, which makes
them a potentially enticing target for hackers.

Often, agencies use multiple security layers to protect data and computers from cyber or
physical attack. Potential security layers include physical security, perimeter security, and host
security. Because no one layer can protect an agency against all threats, it is important to have
multiple controls that complement each other and are independently secure. Weak or missing
layers can create cracks in the agency’s overall security, which increases the risk for agency data
to be compromised.

Currently, there is limited oversight of agencies’ security controls to ensure that agencies
are adequately protecting confidential data. The Kansas Information Technology Executive
Council (ITEC) has developed guidance to assist state agencies in developing adequate security
controls, but ITEC doesn’t monitor or audit how well those controls are implemented.
Consequently, agencies have a significant amount of autonomy in how they develop, apply, and
monitor security controls.

The Legislative Post Audit Committee approved information system audits as an adjunct
to the Division’s compliance and control audits. This information system audit looks at seven
important information technology security areas across a broad selection of state agencies.

This information security audit answers the following questions:

1. Do selected state agencies have an adequate security management process to assess,
manage, and monitor IT risks?

2. Do selected state agencies adequately control passwords?

3. Do selected state agencies provide adequate security awareness training to all staff?
4, Do selected state agencies adequately patch servers and workstations?

5. Do selected state agencies adequately secure network access points?

6. Do selected state agencies adequately inventory and track IT hardware?

7. Do selected state agencies have adequate policies and procedures for continuing

operations in the event of an emergency?
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To answer these questions, we would perform an overall evaluation of each agency’s
security management process. Specifically, for each security area, we would review agencies’
policies and procedures and compare them to state IT requirements and best practices. We
would also interview agency officials and staff to determine how well policies and procedures
are being followed in practice, and would survey agency staff to determine their knowledge of IT
policies and procedures. Where possible, we would perform direct test work to determine
whether agency actions in these security areas where achieving the intended results. We would
perform additional work in these areas as necessary.

Estimated resources: 3 staff for 9 months (plus review)

Agencies Selected for Audit (2012)

1. Commerce, Department of

Corrections, Department of

Education, Department of

Juvenile Justice Authority

Labor, Department of

Revenue, Department of

State Board of Indigents’ Defense Service
State Treasurer

© © N o gk~ DN

Wildlife, Parks and Tourism, Department of
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APPENDIX B
Agency Responses

On November 19 we provided draft copies of the public audit report to the nine audited
agencies and the Office of Information Technology Services (OITS). Those responses are
included as this appendix. Overall, the agencies concurred with the report’s findings,
conclusions, and recommendations.

We also provided each agency with a separate, confidential report to address agency
specific problems we identified through our work. Because those responses contained specific
IT security information that would jeopardize the agencies’ security, we have not included those
responses in this report.

In their confidential responses, agency officials generally concurred with our agency
specific findings, conclusions, and recommendations. However, the Department of Commerce
disagreed with a couple of findings. As a result we made a few minor changes to the final report.

Finally, all agencies have already started addressing many of our recommendations.
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