Kansas Data Collection Concerns

By Paul Schwartz




* Vulnerability of electronic data

* Demonstrate the number of attacks
* Emphasize the value of children’s information
* What data are the schools collecting?



* In our world today we assume we have a level of data

*

Data security and privacy

\

security and privacy.

* As adults we regularly turn over data to companies
and organization and it’s protected.

Examples:

*

*

*

*

HIPAA (health data)

PCI (credit [ debit card data)

FFIEC (financial data loans mortgages etc)
SAR/OX (publicly traded companies data)



The value of Data

o

* [TWorld says:

# A survey by Unbound ID and Compass Intelligence
reveals that executives would be willing to pay up to
$124 per head to get their hands on your personal
information — or about 100 times more than they’re
willing to pay for anonymized data.

« FTC Testifies on Children's Identity Theft:

* “Protecting consumers — especially vulnerable
consumers such as children — against identity theft and
its consequences is a critical component of the
Commission’s consumer protection mission.”




ldentity Theft
\

* According to the FTC:

* "Recent studies suggest child identity theft is more
prevalent than even identity theft against adults," said
Toporoff, an attorney in the FTC's Bureau of Consumer
Protection. "Children are being targeted because their
credit history is nonexistent. That makes them very
attractive to organized crime and other thieves."



http://www.ftc.gov/bcp/
http://www.ftc.gov/bcp/

\

* FireEye, a leader in providing cyber security solutions,
protects the most valuable assets in the world from
those who have them in their sights.

* The FireEye Global Defense Community includes more
than 2,500 customers across 65 countries, including
over 150 of the Fortune 500.

* https://[www.fireeye.com/cyber-map/threat-map.html
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What data are the schools collecting?

T E—

# Kansas Individual Data on Students (KIDS)
* http://community.ksde.org/Default.aspx?tabid=2508



http://community.ksde.org/Default.aspx?tabid=2508
http://community.ksde.org/Default.aspx?tabid=2508

What data are the schools collecting?
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What data are the schools collecting?
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What data are the schools collecting?

€ & community ksde.org/Default. v € || Q Search e & A 4

(8 Most Visited [B) CNN @ Craigslist [ DirectBuy ~ | DRUDGE il Fox News £ KC Star [T Mail Online FJ MSN #% NBCNEWS [] Newsmax (R Startpage Search Engine [ Weather »
Adual Data o

T » £ -y
Authenticstior | Documents Report Descriptions | Training FAQs | Calendar Vendors

Announcements

KIDS Project Website

This is the homepage for the Kansas Individual Data on Students system. Here you
can access the KIDS system by using your KSDE user name and password. find
Important documentation, register for training opportunities. and much more

Important Announcements:

Updated 2014-2015 KIDS Document; The KIDS 2014-2015 Submission Details Document:
TEST and STCO are updated and posted on the "Documents” tab. Consult the revision history
at the end of the documents to see which spacific tems were updated.

KIDS 2015-2016 Planned Changes Survey: It is that ime of year again. We are looking
for your input as we make decisions on changes to the KIDS System for the 2015-2016 school
year. All responses will be kept confidential. The survey will be available through February 13,
2015. Please share your thoughts with us by filling out the 2015-2016 Planned Changes
Survey: hitp:/ /www.quia.com/sv/691646,html,

KSDE Resources




What data are the schools collecting?
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A4-2015 Information Documents

© current version of the File
Specnﬁaoons for the 2014-2015 KIDS
Collection System. The current version
number 15 1.04, Changes made to the
document since the previous version will
be descnbed at the end of the document.

/1372015

Thes manual provides a jump-start, to

new users, on the basics of the KIDS

Collection software system before 1/9/2018
submitting school or district’s

student-level data.

KIDS SLDS Overview 12/15/2014

This document provides an overview of

the various KIDS record types, the KIDS

collection schedule for 2014-2015, and 12/19/2014
general collection guidelines for each

Archived File Specifications record type. The current version is 9.01.




What data are the schools collecting?

This resource serves as the KIDS Collections data dictionary. ! "s

This document contains
o Formatting requirements for SIS Collection Export Batch Files including the header and trailer record requirements
o Definitions and permitted values for all data elements collected via KIDS
o References to supporting resources

This document does not include:
¢ Collection specific requirements and recommendations, see the KIDS Submission Detail Documents
¢ KIDS Collection edit checks, see the KIDS Business Rules
¢ Information about KIDS Reports, see the Report Descriptions on the KIDS website

Header Record Layout
Fleid Header Record Layout
bl betia | Commenisiaies
Length a
H1 | Record Type | 2 T Must contain the characters “TH®
| _H2 | ExtractDate | 10 mnvddlyyyy | Date export file was created. Month and day must inciude any leading 2eroes.
H3 | Extract Time |8 hh:mm:ss Time export file was created.
H4 lT(;amuumon 10 0009000099 | An arbetrary number. Must match the Transmission 1D in the Trailer record.
H5 | Version 10 100 Always *10.0° ﬁnsversmmmberddbfenuamwmmdmemem
Should be the character lteral or the hex representation of the delimster that 1s used in the detall records
H6 Delimiter 2% delimiter=c (either tab or comma). For a comma delimiter, the character Meral woudd be ‘delimiter=" and the hex
Character = representation would be ‘delimiter=0X2C". For a tab delimiter, 1 is recommended that the hex representation
be used. In that case. & would be ‘delimiter=0X09".




What data are the schools collecting?
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D33

Primary
Disability Code

ASGT,

ENRL,
TEST,

Apha | eova.

MILT,

An indication of whether or not the student has an active Indivdual Educabon Plan (IEP)
under the Individuals with Disabilites Educaton Act (IDEA-Part B), which documents
that the student receives special education services. Report the student's pimary

area of disability.

Allowable values are.
*  Blank = None » LD = Spacific leaming disabllity
*  AM = Autism *  MD = Multiple disabilties
* DB = Deatblindness v OH = Other health impaiment
* DD = Developmentally delayed * Ol = Orthopedic impairment

(ages 3-8 only) * 8L = Speechilanguage disability

*  ED = Emotional disturbance * T8 = Traumatic bram injury
¢ Hi=Hearng impairment ¢ Vi=Visual mpairment

¢ 1D = Intellectual disabikty



Are there safety or security

procedures for this data?

o

* In our world today we assume we have a level of data
security and privacy.

* As adults we regularly turn over data to companies and
organization and it’s protected.

Examples: HIPAA (health data)

PCl (credit / debit card data)

FFIEC (financial data loans mortgages etc)
SAR/OX (publicly traded companies data)

There are No Standards, No Annual
audits, No Security checks on our
children's data!




Proof of Data Collection for Profit

About us

Promoting trusted and responsible
cloud computing for government

Home Cloud Economics Best Practices Security Privacy

Tapgs: Experts” Corner Privacy Education

Google admits data mining student emails in its

free education apps
9 by Jeff Gould, Peerstone Research
»

Friday, January 31, 2014  flv]=]=]+HEL

When it introduced a new privacy policy designed to improve its ability to target users with
ads based on data mining of their online activities, Google said the policy didnt apply to
students using Google Apps for Education. But recent court filings by Google's lawyers in a
California class action lawsuit against Gmail data mining tell a different story: Google now
admits that it does data mine student emails for ad-targeting purposes outside of school,
even when ad serving in school is turned off, and its controversial consumer privacy policy
does apply to Google Apps for Education.



Proof of Data Collection for Profit

o

In a remarkable pretrial document filed by Google's lawyers, Google explicitly admits for the
first time that it scans the email of Google Apps for Education users for ad-serving purposes
even when ad serving is turned off. The issue at stake in the case is whether Google has
properly informed its users and obfained their consent for data mining and ad serving in
Gmail and, by extension, in Google Apps for Education. In the filing in question Google's
lawyers seek fo prove that email users must have consented fo Google's email scanning
practices — if only “impliedly” — because these practices have been widely discussed in the
press and can thus be considered to be universally known. The [awyers seek to establish
this point by supplying a long list of published articles that discuss these practices.






